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1. What is CyberArk?

CyberArk is a cybersecurity company primarily focused on providing privileged access security
solutions. The company's mission is to help organizations securely manage access to critical
systems, data, and privileged accounts.

CyberArk's flagship product is the CyberArk Privileged Access Security (PAS) Suite. This solution
offers capabilities to secure, monitor, and manage privileged access accounts, identities, and
passwords. Privileged access accounts are those with special permissions within corporate networks
and systems, granting access to sensitive data or critical systems. By protecting these accounts,
CyberArk aims to prevent unauthorized access, mitigate data breaches, and reduce security risks.

While the CyberArk PAS Suite focuses on privileged access management, its other products cover
areas such as privileged session management, password management, session recording, identity
and access management, and more. These products enhance defenses against cyberattacks and
ensure compliance by securing privileged access.

Overall, CyberArk's solutions are designed to help organizations achieve privileged access security,
prevent data breaches, and reduce security risks. The company is a leading cybersecurity provider
widely used by major organizations worldwide.

1.1. Products That Can Be Used with HSM in CyberArk

CyberArk provides HSM (Hardware Security Module) integration across various products. Below are
some CyberArk products that support HSM integration:

1. CyberArk Enterprise Password Vault (EPV):
EPV is a solution designed for the centralized storage, management, and control of
access to sensitive credentials. With HSM integration, EPV can support HSM devices for
key management and data security.

2. CyberArk Privileged Session Manager (PSM):
PSM is a solution used to secure, monitor, and manage critical privileged sessions. With
HSM integration, PSM can securely store privileged session recordings and utilize HSM
devices for key management.

3. CyberArk Secrets Manager:
Secrets Manager is a solution designed to control and monitor privileged access for
applications, servers, and databases. With HSM integration, Secrets Manager can use
HSM devices to securely store and manage privileged access keys and credentials.

This list provides examples of CyberArk products that support HSM integration. CyberArk's product
portfolio is continually updated with new features and capabilities. Therefore, it is important to
refer to the latest CyberArk documentation and product guides for specific products or solutions
where you plan to implement HSM integration.
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2. What is CyberArk EPV (Enterprise Password Vault)?

CyberArk Enterprise Password Vault (EPV) is software developed by CyberArk Corporation,
designed to centrally store and manage an organization's sensitive credentials (particularly
passwords). EPV enhances security and access controls, enabling efficient management of
identities and credentials.

#% CYBERARK

The primary purpose of EPV is to ensure the protection of critical account credentials. This software
can be used to store, encrypt, and manage passwords, certificates, API keys, and other sensitive
information. By restricting access to these credentials to a limited number of authorized individuals,
organizations can enhance the security of their information.

EPV allows users to create strong and unique passwords and facilitates regular password changes.
Additionally, by storing credentials and monitoring access, it enforces security policies to control
who can access specific information.

CyberArk EPV is particularly suitable for organizations with large and complex IT infrastructures. It
can be used to manage user accounts across multiple systems and applications, reducing security
risks. The centralized password management and access control provided by EPV help protect
against data breaches and can also be leveraged to meet regulatory compliance requirements.

3. CyberArk EPV HSM Integration

The following steps have been carried out sequentially to implement the HSM integration for
CyberArk EPV:

e The CyberArk EPV Server is shut down to perform the necessary configuration within
CyberArk EPV.
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#% Server Central Administration

Control View Administration

Date Time Message

3991 Using encryption algorithms: Advanced Encryption Standard (AES
114| Successfully connected to Database, Database id 0.

N Firewall contains external rules.

LDAP configuration refreshed successfully

pen for client communication

Object cache is load

arning - The Signature Hash Algorithm of the Vault certificate is SHA1
ntains external rules,

. We recommend that you use at least Signature Has

vall contains external rules.

irewall contains external rules.

9W Firewall contains external rules.

e The following lines are added to the dbparm.ini file located in the C:\Program Files
(x86) \Private Ark\Server\conf directory:
o AllowNonStandardFWAddresses=[164.92.82.37],Yes,5000:outbound/tc
p: This is added to grant the necessary permissions for the HSM device.
o PKCS11ProviderPath="C:\ProCryptKM3000\lib\procryptoki.so": This
specifies the path to the HSM device's DLL file for its configuration.

= cha = dbparm.ini E3 ‘

e

e The command CAVaultManager SecureSecretFiles /SecretType HSM /Secret
<hsmpincode> is used to generate the hsmpincode

[&5] Administrator: Command Prompt
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e This process adds the HSMPinCode line to the dbparm.ini file located in C:\Program Files
(x86)\Private Ark\Server\conf

) { dbparm.ini E3 !
[BACKUP]

OperatorKeys\Backup.key

e After this step, the command CAVaultManager GenerateKeyOnHSM /ServerKey is
used to create the Secret (symmetric) key that will be used within the HSM device.

e Asshown in the image, a symmetric key has been created within the HSM device. To verify
the created key, it is checked using the ProcryptkKeyManager tool.

ID: 0 - Token: C rArk Crypto User Logout

Object List

0 Token Public Keys
0 Token Private Keys
v 1 Token Secret Key(s)

v~ (x800000017 - Cyber-Ark Server Key
OBJECT HANDLE = 0x80000001
KEY TYPE = AES
ID = 01
LABEL = Cyber-Ark Server Key
SENSITIVE = TRUE
ENCRYPT = TRUE
DECRYPT = TRUE
SIGN = TRUE
VERIFY = TRUE
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e To use this key, the key replacement process is performed by following the instructions on
the CyberArk documentation website. For this purpose, the command ChangeServerKeys
C:\DemoOperatorKeys C:\DemoOperatorKeys\VaultEmergency.pass HSM#4 is used.

[cx.] Administrator: Command Prompt

1.ini must be updated to point

7 CHSRVK@42I Ct

e As shown in the image, the process has been successfully completed. Before starting the
PrivateArk Server, the ServerKey parameter in the dbparm.ini file located in the C:\Program
Files (x86)\PrivateArk\Server\Conf directory is updated.

! C:\Program Files (x86)\PrivateArk\Server\Conf\dbparm.ini - Notepad++ [Administrator]
9 P P

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? + v X
o oo @ & MID| 3 %G %= = EEEDE | [ »
] change.log )_Jdbparm.ini [X]

] MAIN) -

MM YY
HH:MM:SS

H O

Yo Mg

dF 2\ jo eys\VaultUser.pass
Demo ratorKeys\Server.pem
S peratorKeys\Server.pvk v
< " >
MS inifile length:2,191 lines: 53 Ln:15 Col:16 Pos:415 Windows (CR LF) UTF-8 INS
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e After saving the file, the PrivateArk Server is restarted.

§A Server Central Administrati =g n o= () Ctri-AltDel EEHEN R E]

Control View Administrat

Message

ITADB399I Using encryption algorithms: Advanced Encryption Standard (A
ITADM114] Successfully connected to Database, Database id 0.
Firewall contains external rules.
| LDAP configuration refreshed successf
| Firewall is open for client communication
| Firewall is open for non standard address.

rity warning - The Signature Hash Algorithm of the Vault certificate is SHA1. We recommend that you use at least Signature Has...

W Firewall contains external rules.
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